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6 December 2017  date 

PRIVATE AND CONFIDENTIAL: LEGALLY PRIVILEGED DOCUMENT 

 

Attention: Zunaid Mayet      

RE: ALLEGED IRREGULARITIES: KEITH KEATING/FDA 

1. The meeting on 5 December 2017 between our Steven Powell with Zunaid Mayet and John King of 

EOH refers.    

2. Background 

2.1. During the course of last week extensive allegations were published in various media articles 

following SCOPA hearings at Parliament related to SITA and the SA Police Services in which 

it was alleged that Keith Keating had made various corrupt payments to senior police officials. 

The allegations relate to various tenders awarded to Keating’s company, Forensic Data 

Analysis (FDA) and several others, which, until recently, were owned by EOH.  During the 

SCOPA hearing it was indicated that contracts awarded by SITA include the maintenance and 

technical support of the firearms permit systems and the supply of forensic equipment to the 

SAPS. An amount of R919.3m had allegedly been paid to the company since 2012.  

2.2. In a statement released on Thursday, last week, Scopa chairperson Themba Godi said: "The 

position of the committee is that the contracts with FDA are of a corrupt nature and we want 

to have them cancelled." Pictures of Keating were presented showing him with two police 

officers from the police's supply chain management department in personalised Manchester 

United jerseys in the football club's trophy room and outside their storied ground Old Trafford, 

also known as the "Theatre of Dreams". The pictures were taken in October 2011. The 

committee also heard that IPID's attention was drawn to Forensic Data Analysis when the 

directorate started an investigation into the kickbacks Keating allegedly paid to former acting 

police commissioner Khomotso Phalane. 

"K"
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2.3. Media articles published earlier today reflect that the homes of Phalane and various other 

police officials, as well as that of Keith Keating, were raided by IPID investigators.  

2.4. We understand that on 31 October 2017, a memorandum of agreement was signed by Keating 

and EOH, to separate their business.  In terms of this agreement, with effect from 1 November 

2017, Keating and his various entities, including FDA are no longer part of EOH. Keating’s 

businesses had been acquired approximately two years ago and he agreed to buy back those 

businesses.  

2.5. We understand that Keating has denied the allegations. EOH is concerned by the serious 

allegations that have been made regarding Keith Keating and seeks our advice regarding 

EOH’s obligations. EOH has already initiated a project to review contracts that were entered 

into with various public bodies including the SA Police Services, The Department of Home 

Affairs and various others. The company would like to know what else it should be doing in 

response to the allegations.  

3. Our advice  

3.1. As a company listed on the Johannesburg Stock Exchange, EOH is subject to the governance 

and ethics obligations that have been built into the South African Companies Act. Regulation 

43 of this act has created an array of anticorruption compliance obligations that are applicable 

to the company. Additionally, Keating, his companies, as well as EOH is subject to the 

Prevention and Combating of Corrupt Activities Act, (act 12 of 2004).  

3.2. Section 34 of that act obliges, persons in positions of authority, who know, ought reasonably 

to have known or suspect that acts of corruption (and various other dishonest acts) have been 

committed, involving an amount of more than R 100,000. 00; that person is obliged to report 

such knowledge or suspicion to the South African Police. The failure to report, in terms of 

section 34 attracts a maximum penalty of up to 10 years imprisonment. 

3.3. As conveyed during our meeting, the act is silent as to the timeframe within which such report 

should be made. In line with rules regarding the interpretation of statutes, it is clear that a 

report should be made within a reasonable period of such suspicion or knowledge having 

arisen. It is also appropriate, before such report is initiated to determine whether the substance 

to an allegation and in this regard, it is incumbent on the company to conduct an investigation 

to establish the facts in order to be in a position to respond appropriately.  

3.4. The situation is serious for EOH as the allegations suggest that corruption has been taking 

place from at least 2011, to date, and some of those allegedly corrupt contracts are currently 

still in place. FDA was a part of EOH for approximately two years and EOH may have derived 

financial benefit, from the allegedly corrupt relationships.  
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3.5. There is a risk that South African regulators may pursue a criminal prosecution not only against 

Keating and those entities owned by him, implicated in corrupt activity, it may also pursue 

criminal charges against EOH.  

3.6. The risk to EOH is compounded by the fact that the group has subsidiaries which operate in 

both the United States and the United Kingdom. As a result of the association with those 

jurisdictions there is an additional risk that a global regulator, such as the Department of 

Justice (DOJ) in the United States, or the Serious Fraud Office (SFO) in the United Kingdom 

may pursue enforcement actions against the company for the alleged corrupt activities. As 

conveyed during our meeting, the above regulators have initiated numerous enforcement 

actions against companies implicated in corrupt activity in Africa recently.  The settlements 

entered into by regulators with offending companies can be substantial.  

3.7. In terms of mitigating the risk to EOH in the event that the activities highlighted in the media 

are scrutinized by a South African or global regulator, it will be essential for the company to 

understand the facts of what has taken place. In terms of global compliance requirements, 

regulators expect ethical companies to take action against employees responsible for corrupt 

activities and they expect ethical companies to distance themselves from such activities. 

Accordingly the decision to separate those businesses from EOH is a sound decision.  

3.8. The company must however establish if any corrupt activities took place during the period that 

Keating’s entities formed part of the group. It should also determine whether or not the 

company has derived “tainted profits” from its prior association with Keating’s companies. 

Such profits may potentially be disgorged in terms of global enforcement action or in terms of 

asset forfeiture proceedings locally in South Africa.  

3.9. An independent fact finding investigation conducted by independent experts is recommended 

in order for EOH to demonstrate its commitment to anticorruption compliance. The 

investigation must be sufficiently robust and should be protected by legal privilege.  This is in 

order to ensure that the investigation and any reports emanating from it are subject to legal 

professional privilege (in particular, litigation privilege, to the extent that such privilege may be 

regarded as a separate and independent form of privilege).  Privilege is further important as it 

will protect the documentation and communications prepared by the law firm (including 

reports) from being compellable as evidence in criminal and civil proceedings in the event that 

the incident becomes scrutinized by a regulator. 

3.10. Although it is useful for EOH to have done some preliminary investigative work like Project 

BarnOwl, to determine if procurement processes were followed; internal investigations are 

frowned upon in respect of the investigation of bribery allegations. Independent investigations 

attract greater credibility. 
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3.11. Accordingly in matters of this nature, it is prudent for corporates to appoint external experts to 

conduct a robust and independent fact finding review which adheres to important investigative 

protocols such as securing and preserving evidence as set out below: 

3.11.1. Document Preservation – Hold “Do Not Delete or Alter” Notice. Given the 

serious nature of the allegations EOH should consider serving Hold Notices on 

all identified custodians in order to preserve critical documents and other potential 

evidence relating to these alleged irregularities. The hold notice should be 

comprehensive and broad enough to cover all potentially relevant information 

without being vague. The hold notice should further provide the custodians with 

concrete examples of the type of information that must be preserved;  

3.11.2. Electronic Data Preservation – EOH should urgently collect individual 

custodians’ electronic data sources, including taking images/extracts of user hard 

drives, mailboxes, and My Documents folders. This collection must be done in 

accordance with standard forensic procedures and guidelines. The collection 

should include the preservation of metadata and deleted documents. The EOH 

IT Department should also compile a list of physical inventory, including laptops, 

mobile phones, flash drives etc. in the possession of identified custodians.  

3.11.3. Data Review – it is important to process all relevant electronic data secured from 

the custodians including emails, created documents and attachments using an 

eDiscovery processing and review platform such as NUIX1.  The eDiscovery 

platform will provide analytic capabilities including the de-duplication and near 

de-duplication of documents which reduces review time significantly and will 

allow us to search specific key words and phrases across large sets of data and 

to review the returned results. Results can further be refined using specific date 

ranges or searching for specific types of documents. 

3.11.4. Interviews – It will be important to interview key role players like Keating and 

other senior role players in the implicated former subsidiaries.  

3.11.5. Books and Records Review – EOH will need to review the books and records 

of FDA and other Keating entities in order to gain comfort that no irregular 

payments have been made to any of the officials at the State entities that have 

procured goods or services from those former subsidiaries. 

                                                      
1 NUIX is one of the market leading eDiscovery tools. It specialises in the acquisition, processing, indexing and presentation of data in a 
reviewable format for multiple reviewers to access at once 
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4. Conclusion 

4.1. From our discussions with you as well as our review of the media articles, we are concerned 

that EOH is at risk of enforcement action by local as well as global regulators.  There is also 

significant reputational risk that needs to mitigated by adhering to good corporate governance 

in terms of the handling of the damaging association with Keating and his entities.  

4.2. The fact finding investigation is essential to demonstrating EOH’s commitment to 

anticorruption compliance as well as in terms of guiding the company in its actions to mitigate 

its risks in terms of its responses to regulators, the media, its shareholders and the public at 

large.  

4.3. In this regard, appointing a leading law firm such our firm to perform an independent fact 

finding investigation reflects positively on the integrity of the company and is an important part 

of damage control by the company in the face of adverse media.  

4.4. We appreciate that there will be sensitivities regarding the robust investigative steps that we 

have recommended, as there are relationships which have to be sensitively managed and the 

company does not wish to jeopardize the agreed separation.  

4.5. In the event that this matter does come under scrutiny, which we believe is a real risk, it will 

be important in terms of risk mitigation, for EOH to have evidence at its disposal that it 

conducted a comprehensive independent investigation into the allegations and took 

appropriate measures regarding the findings flowing therefrom.    

 

Steven Powell 

(Unsigned due to electronic transmission) 

Director: ENSafrica Forensics (Pty) Ltd  

Forensic Services Division of ENSafrica Inc. 


